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Spectrum Sensing In the developing world internet solutions

A DIVISION OF DIMENSION DATA



Quick facts about Interet Solutions

 Largest provider of alternate last
mile services in South Africa

» Majority of SA’'s Blue Chip
companies are clients (including all
major banks, retailers)

» One of the largest MPLS networks
in Africa

» Global MPLS via multiple
International NNIs

« 16 000m? of Data Centre facilities

© Copyright 2015 Internet Solutions

International PoPs: New York, London, Germany, Hong Kong, Singapore
IRUs on key undersea cable systems:

West Coast: SAT 3, MAIN ONE & WACS

East Coast: SEACOM, EASSy, TEAMS & SAFE




What the world looks like

© Copyright 2015 Internet Solutions 3



What the world really looks like
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Switzerland Netheflands

Contiguous US.

Graphic by Bryan Christie and Kai Krause, for SCIENTIFIC AMERICAN
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A new way to monitor, manage and
optimize spectrum use:

A swarm of low-cost, networked, autonomous
Spectrum Sensing Devices

A distributed, open and intelligent Cloud-based
White Space Management System
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What Have We Built?

Prototype BOM: $160

Olimex A20 Linux board -
Custom motherboard B P R 1 2200200000 2559205000082
Telit GPS/GPRS v i G L

Rtl SDR (TV tuner dongle)
Monopole antenna
Enclosure (weatherproof)

QG |
;.
:

Volume production BOM:
Less than $70
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Monitor, manage, automate

Manage

Visualise
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Automate
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What does it tell you?

Signal Strength - 100MHz-1,300MHz 17/02/16
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What does it tell you?
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Wideband and detail scan of 2G and 3G cellular by Cell C at

925-960MHz confirmed against National Radio Frequency Plan

right 20
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Signal detected | Signal detected | Assignment Comment
(wideband (narrowband
sweep) sweep)
214.2-215.6 Analogue TV (SABC2) Legacy VHF Ch9 (215.25V, 221.25 A)
221.2
213-216MHz 217.2-217.8 216.2-217.7 DAB 05 (11a) T-DAB in 214-230
218.4-218.8
225-228MHz 223.6-225 223.2-224.7 DAB 06 (12a) T-DAB in 214-230
477-480MHZ 471 470-854 TV broadcasting Ch 21: (MNet, Pretoria txmitter?)
582-585MHz 580-590 DTT characteristic — Klerksdorp mx
586-589MHz NW47?)
824.8 Ch65: SABC3, Menlo Park?
827.7-832.7 Neotel Nothing detected
872.8—-877.7 FDD
871MHz 854, 856 868-870 gen SDR Sort distance radio, alarm systems links
864.2
867.2-868.4
868.8-870.2
871.6, 872
872.6-875.2
876.4-877.6, 877-880 GSM (pair w 920) | GSM-R run by Transnet
878.2 921-925 GSM (pair w 877) | Low levels detected in paired link
883-886 883-889.2 880-890 Cell C uplink Low levels in uplink band
890-896 890.8-900 890-900 Voda uplink Low levels in uplink band
897-902 - 905-915 MTN uplink Close to zero level detect
- - 915-925 guard band Guard band for IMT FDD
925-935 924.8-934.4 925-935 Cell C downlink Strong 3G signal (Cell C refarmed band)
935-946 935-945.6 935-945 Voda downlink Strong signal of P-GSM
947-950 949-950 946-949 gap Anomalous strong signal detected
938-959 950.2-960 950-960 MTN downlink Strong signal of P-GSM and 3G (MTN

part-refarmed band)




So much unused spectrum

2016-02-11 13:00:40
2016-02-11 03:00:40
2016-02-10 16:30:39
2016-02-10 06:30:42
2016-02-09 20:00:40
2016-02-09 10:00:39
2016-02-08 23:30:40
2016-02-08 13:00:39
2016-02-08 03:00:40
2016-02-07 16:30:40
2016-02-07 06:30:41
2016-02-06 20:00:40
2016-02-06 10:00:40
2016-02-05 23:30:40
201A502-0% 13:30:40
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The future iIs SCOS-as-a-Platform: IEEE802.22.3

Interfaces - Detecting
SSD Ly [
e I

=

Physicalinterface: Intercannect fvom fltee/amp to SO
APL: Controller to antenna mator
Metadata: Antenna gain
Antenna type .
Insertion loss inta amp)
‘Amplifler pain Datecting

i *

Antenna and

cabling Filters and

Interfaces - Transmission
amplifier

Physical interface: Best effort IP transport
SSL encryption
Transmission Control
API: MQ-to-Ingest
Ingest-to-Data Store
Metadata: Package audit information
(Packaging Metadata)
(Sensing Metadata)
(Detecting Metadata)

A

Packaging

Metadata
Interfaces - Sensing

Controller

Spectrum Sensing Device
(SSD)

Interfaces - Management

Physical interface: N/A.
API: Scan request and parameters
Sensing-to-Packaging transfer
Metadata: Scan parameters
SSD hardware ID/key
{Management System metadata)
(Detecting Metadata)

Message Queue
(southbound)

Message queue

(northbound)

v
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—_ Other
SSDs

Best effort IP
link

Message L 4uua
Queue

Data Store

Physical interface: Best effort IP transport
SSL encryption
Transmission Control
APIL: Management-to-MQ
SCOS-as-a-Service Request
Metadata: Management system certs

Interfaces - Packaging Ingest

ImmH Packaging I—I Metadata I
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APl to
other
systems

Physical interface: Best effort IP transport
SSL eneryption
Transmission Control
API: Packaging-to-MQ
SCOS-as-a-Service Request
Metadata: Packaging information (time, certificates, etc)
Network information (media, connection)
(Sensing Metadata)
(Detecting Metadata)

API from
other ===

systems

(IP link)

Sensing
Platform

Data storage se=s====cecce-
Control

Best effort [P
link

Spectrum Sensing Management
System (SSMS)
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A future where only one thing Is
certain: wireless everything

The history of radio regulation is that of a few
establishment players with clear lines between them, and a
few, unchanging technologies.

The future is a profusion of wireless devices that make
people’s lives better.

And devices that enable criminality and lots of stupidity.
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Actually, two things are certain:

Everyone. Wants.
More. Spectrum




