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NTIA PWSCIF GRANT: ENHANCING O-RAN SYSTEMS AGAINST SOPHISTICATED 
ATTACKS

Booz Allen in collaboration with Virginia Tech will look to achieve the following objectives by the end of calendar year 2025:
• Drive advanced security tests for sophisticated attackers into specifications.

• Increase industry and community adoption of advanced security tests for sophisticated attackers, through open-source reference 
implementations and building relationships with commercial test vendors .

• Procure and deploy O-RAN lab for security analysis, penetration testing, and interface fuzzing.
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CAPGEMINI IN OPEN RAN 

O-RAN 5G 
Framework

Testing & 
Support

Testing and Validation of deployed Setups. Dedicated 
support team to handle specific requirements.

System 
Engineering

Compliant to O-RAN architecture
- 5G CU/DU SW Framework supporting 3GPP & O-RAN 

interfaces (E2, O1, FH)
- 5G RIC framework (Near-RT RIC, Non-RT RIC with SDK 

and reference xApps/rApps)

System 
Integration

E2E system Integration in multi-vendor environment.

Work with customer to come-up with System architecture 
based on solution requirements & Identify the key 
components and infra options to realize the solution
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To be integrated

ü Design and integration of end-to-end (E2E) reference test setups in the lab. 
ü E2E advanced test coverage setup: Functional, security, Performance.
ü Plugfests  participation with (O-CU/O-DU framework, xApps, RIC, 5GC…).
ü Certification & Badging: based on the O-RAN Alliance for Capgemini O-DU/O-CU Framework. 
ü Valuable contributions towards automation, LaaS and TaaS.
ü Support on the lab research topics around RIC uses cases and conflict resolution.

https://go.capgeminigroup.com/OpenRAN

https://go.capgeminigroup.com/OpenRAN




http://www.ccixgtestbed.org/
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Test Innovation – FDD MU-MIMO

Band 71 FDD MU-MIMO under test



2
2

2
2

©2024 Cohere Technologies, Inc | Public

Video demo of the USM xApp at Vodafone CREATE 5G Trial Site:
https://youtu.be/PefFScgSDVM

Universal Spectrum Multiplier Open RAN xApp page:
https://www.cohere-tech.com/universal-spectrum-multiplier-open-ran-4g-5g

Links

https://youtu.be/PefFScgSDVM
https://www.cohere-tech.com/universal-spectrum-multiplier-open-ran-4g-5g










https://www.ericsson.com/en/ran/intelligent-ran-automation/intelligent-automation-platform
https://www.ericsson.com/en/portfolio/cross-portfolio/rapp-directory
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdeveloper.intelligentautomationplatform.ericsson.net%2F%23home&data=05%7C02%7Chaseeb.akhtar%40ericsson.com%7Cbf5bebccbf084ca5918308dcc7f701cc%7C92e84cebfbfd47abbe52080c6b87953f%7C0%7C0%7C638605113280486536%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=2C4c2EiWGITGvOPAtQWB451S0yuXwpDtZChjercI0XU%3D&reserved=0















































































































