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NTIA PWSCIF GRANT: ENHANCING O-RAN SYSTEMS AGAINST SOPHISTICATED
ATTACKS

Booz Allen in collaboration with Virginia Tech will look to achieve the following objectives by the end of calendar year 2025:
I Drive advanced security tests for sophisticated attackers into specifications.

I Increase industry and community adoption of advanced security tests for sophisticated attackers, through open-source reference
implementations and building relationships with commercial test vendors .

I Procure and deploy O-RAN lab for security analysis, penetration testing, and interface fuzzing.

R&D Program: Enhance 0-RAN Systems Against Sophisticated Attacks

Research Task #1: Threat Modeling, Security Analysis, and Penetration Testing

Develop open-source
security tests

EXAMPLE OUTPUTS (NON-EXHAUSTIVE)

Open-Source Security Tests
Threat Model for
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Alliance Threat
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fuzzer for O-RAN systems fuzz O-RAN systems Reference Alliance Security e —
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AMF — Access and Mobility Management Function
UPF — User Plane Function
SMF — Session Management Function

CU — Centralized Unit
DU - Distributed Unit

RUU — Remote Radio Unit
PHY - Physical
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Cablel_C]bS® CableLabs is the leading innovation and R&D lab for the
cable industry

g We energize the CablelLabs has a long history of hosting interoperability
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TESTING/CERTIFICATION SPECIALISTS
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Plugged in
Global 3\
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Pmred Integrated, end-to-end

Offers testing for
development, interoperability,
comparative analysis and
certification for a variety of
wireless and wired products




CAPGEMINI IN OPEN RAN

System
Engineering

System
Integration

Testing &
Support

0O-RAN 5G
Framework

Work with customer to come-up with System architecture
based on solution requirements & Identify the key
components and infra options to realize the solution

E2E system Integration in multi-vendor environment.

Testing and Validation of deployed Setups. Dedicated
support team to handle specific requirements.

Compliant to 0O-RAN architecture

- 5G CU/DU SW Framework supporting 3GPP & O-RAN
interfaces (E2, 01, FH)
5G RIC framework (Near-RT RIC, Non-RT RIC with SDK
and reference xApps/rApps)

https://go.capgeminigroup.com/OpenRAN

SMO | ONAP
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XApp

NeariRT RIC
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Core Traffic source | sink
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Shielded Box
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Viavi TM500

< .................... > To be integrated

Design and integration of end-to-end (E2E) reference test setups in the lab.

E2E advanced test coverage setup: Functional, security, Performance.

Plugfests participation with (O-CU/O-DU framework, xApps, RIC, 5GC...).

Certification & Badging: based on the O-RAN Alliance for Capgemini O-DU/O-CU Framework.
Valuable contributions towards automation, LaaS and TaaS.

Support on the lab research topics around RIC uses cases and conflict resolution.

by LAB



https://go.capgeminigroup.com/OpenRAN
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CCI xG Testbead :

Dr. Aloizio Da Silva

Wireless Testbed Director, CCl International Open RAN Symposium
aloiziops@vt.edu September 17 - 19, 2024, in Golden, Colorado, USA




An O-RAN Testbed at

Washington DC Metro Area

www.ccixqgtestbed.org

In-Lab 2
Washington DC Metro Areal/ Arlington WorkForce
P TR In-The-Field
- FCC Experimental License A feais
.End-to-End O-RAN : Non and Near-RT RICs; AIMLFW o mm— TESTING AND Blacksburg - Virginia
it sl CI(.)Ud Enwronment Cpeniack-based " ChEl;.ErigATION - CBRS Priority Access License 3.5-3.7GHz
DDl Bauo-Ghd - FCC Experimental License
Washington DC Metro Area - Authorized SAS : Federated Wireless

- Open Source SAS : OpenSAS

Hardware and Software &
5 Testing AV KEYSIGHT  ROHDE&SCHWARZ



http://www.ccixgtestbed.org/
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Links

cohere@

technologies

Video demo of the USM xApp at Vodafone CREATE 5G Trial Site:
https://youtu.be/PefFScgSDVM

Universal Spectrum Multiplier Open RAN xApp page:
https://www.cohere-tech.com/universal-spectrum-multiplier-open-ran-4g-5g



https://youtu.be/PefFScgSDVM
https://www.cohere-tech.com/universal-spectrum-multiplier-open-ran-4g-5g










International Open RAN Symposium

Lightning Talk, Ericsson

Golden, Colorado

September 17-19, 2024



Ericsson Open RAN testing
e merm Z

* Open RAN products, Open RAN industrialization T
*» State-of-the-art 5G factory in Texas . 1

Ericsson Intelligent Automation Platform (SMO)

Apo Director | Non-RT RIC;

Design and onboarding g

Developer portal I Ericsson Other Vendor
rApps rApps

App SDK

Verification
capabilities
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Onboarding

Onemg Developers

= ACCoRD Lab| | * TAPPS:

2 verizon — Multi-vendor interoperability over R1
(‘ ’) — SDK for integration with external supplementary data

Open Fronthaul — Mediation for open interface (A1, O1, M-Plane, 02) towards RAN
O-RU — Global rApp certification service for 3rd party rApps
—T (Other Vendors) = Open fronthaul:
2 — Multi-vendor interoperability testing in NTIA NOFO-1 ACCoRD lab
— Validation with automated O-RAN test cases (TIFG), gaps fed back into standards

2824-89-17 | Open | Page2
ACCoRD: Acceleration of Compatibility and Commercialization for Open RAN Depioyments, NOFO: Notice of Funding Opportunity, NITA: National Telecommunications and Information Administration, TIFG: Testing and Integration Focus Group


https://www.ericsson.com/en/ran/intelligent-ran-automation/intelligent-automation-platform
https://www.ericsson.com/en/portfolio/cross-portfolio/rapp-directory
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdeveloper.intelligentautomationplatform.ericsson.net%2F%23home&data=05%7C02%7Chaseeb.akhtar%40ericsson.com%7Cbf5bebccbf084ca5918308dcc7f701cc%7C92e84cebfbfd47abbe52080c6b87953f%7C0%7C0%7C638605113280486536%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=2C4c2EiWGITGvOPAtQWB451S0yuXwpDtZChjercI0XU%3D&reserved=0

























- INL Wireless Security Institute (WSI)

VISION: National Leadership on Wireless Security for Secure Adoption of

Advanced Technologies including 5G/ORAN, 6G, Wi-Fi 6E/7 and related Spectrum

MISSION: Provide best in class security research, assessments, evaluations,
engineering support, and technology development to enable government and
industry harvest the benefits of advanced wireless technologies

Innovative Research Evaluation & Validation External Collaborations
= Lab directed research on security - Effective, accurate, responsive testing = Academic and Industry
of advanced technologies and and verification Researchers in US
secure spectrum use and sharing
» Advanced Lab based systems for highly » Hosting of National Security
- Extemally funded research, efficient and intrusive testing workshops and Conference Tracks
analysis, and engineering studies addressing key security topics
to address national security gaps » Unique Wireless Test Bed (WTB) in with participation from US
in secure use of 5G & Future outdoor environment providing Government, Industry, and
G/6G technologies and spectrum capability to test real world scenarios at Academia
scale
= Proof of Concept for = International collaboration with
development and deployment of » WTB Spectrum fiexibility with NTIA wireless leaders in US Govemment
secure real-world use cases with | experimental station status \ partner countries

transformational technologies

NOTABLE OUTCOMES: Diversely Funded RDD&D Portfolio supported by WSI as a National
~ Authority on Wireless Security and utilizing resources across INL to exceed customer expectation
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SD-RAN Engineering Team O-RAN SC Al/ML Workflow O-RAN Plugfest 2024
Linux Foundation Aether Project O-RAN Software Community: AIMLFW KHU with LGU+
* KHU with Samsung
* 6 members are actively driving the SD-RAN project forward * O-RAN SC Al/ML Workflow Main Contributors * Energy Saving Use Case Verification
* Development of RRM/RIC Testbed & Simulator * Standards Researches for Al/ML in Open RAN * Co-work with LG U+ / Capgemini / Dell / Viavi

* Industry-Academia Collaboration with SD-RAN developer * Work with AIMLFW, NONRTRIC, RIC workgroups * Participating in Plugfest 2024 Fall and KRS2024










MAVENIR: M
Open RAN Disaggregation - RU, DU, CU & RIC using Al/ML -

Integrate Mavenir O-RAN Radios with other vendors O-RAN
BBU/vDU

Reduces the overall TCO, TTM, and no-vendor lock-in and stimulates innovation

Radios

Same path as other large US operators - common baseband in a region

Baseband Integrate Mavenir DUs and CUs with other Yendors O-RAN radios
Reduces the overall TCO, TTM, and no-vendor lock-in

Path to Dynamic Programmable RAN, Operational efficiency and
Autonomous Network Operations

RIC & Al/ML Improve Radio System Performance, Improve network operations productivity
Enforce SLAs, and Utilize Network Resources Efficiently

Mavenir Open RAN Provides Options to Minimize TCO and Maximize Value






















Nokia O-RAN focus is in near-Real Time RIC and Open Fronthaul (OFH)

Nokia #1 in contributions. We are active in nearly all O-RAN working groups

Use cases and
overall architecture

Security

»

\A

°Non—real-t'lne RIC and A1
i Near-real-time RIC and E2

Nokia co-chaired

Nokia priorities

Operations and
Maintenance Open fronthaul
Nokia co-chaired Nokia co-chaired
”'4 600
S00
Open X-haul Transport Open F1/W1/E1/X2/Xn 400
A » 300
» 200
100
Stack Reference Design Cloudification and Orchestration "
) Noldia active and co-char
working group in the O-RAN Alkance

White-Box hardware

Adoption of O-RAN without negative impacts on performance or TCO
Ensure alignment with 3GPP specifications

Continued progress and consolidation of Fronthaul specification
RAN Intelligent Controller

Contributions Q42021 - Q32022






~~ WiSDON A DIGITAL-TWIN ASSISTED RIC

WiSDON Al and Digital Twin

WIiSDON RIC for
* Network optimization @
* Quick deployment COMPAL
* Automated testing PEGATRON

WiSDON Digital Twin
* Device digital twin
* Network digital twin

WIiSDON Al:
* rAPPs: Network

* XAPPs: Interference

WiSDON Lab

BWeEe ani

energy saving (NES)...

management (IM)...

Testing procedures for
RIC rAPPs/xAPPs

Asso. with ITRI TIP Lab

Institute of Comm. Eng.
NYCU, Hsin-Chu, Taiwan

NATIONAL
YANG MING CHIAO TUNG
UNIVERSITY

NTC o OMNIVERSE



Northeastern OpenéG — One-stop Shop for Open RAN Innovation

Conformance IOT
End-to-End

SNNSLE L

Enfl-to-t(:-::nd ; <>/ Ir;\tleroperabclle 4 Energy efficient
automation 1or N~ powere = °° networks
RAN and OTIC networks
.| Cl with OAI gNB il e e 1 Cl/CD/CT: no human interaction required
Py AR i image & | Automated i Fm———————m——————— e
= = pERTACe : lo docker | | Qver-the-air Testing i | Result Analysis i
= © [ I e e e D O e e : | (S E— :
@ ,% i By s e : i UEE_]S " () i i V| Test passed! 6 Test failed i
g |, Testing on Emulated RAN ! N — Agni‘g . | AMLaigorithm [y b1
- NG :f"?\ :l"—l-is.l Comtainer Y | . B ] ..:° performance Power :
= R == T § g — e _J

openbg.us colosseum.net wiot.northeastern.edu




OPENAIRINTERFACE FOUNDATION
OPEN AIR

—= interface

Mission n°l
Foster and support the US-based OAl

S - OAl US COMMUNITY
community in their Open RAN devs

caneed)

Mission n°2

Work with US public programs for

Open RAN technology and workforce *=***? 2
development

US NATIONAL PROGRAMS

IRFAN GHAURI, BOARD MEMBER



























Open RAN at Rutgers University WINILAB (http://winlab.rutgers.edu)

= Long history of wireless R&D - hosting Open RAN PoCs and plug fests since 2019

- Extensive COSMOS city-scale indoor/outdoor testbed as part of NSF Platforms

for Advanced Wireless Research program (with Columbia University and NYU) -
SDR, mmWave, optical networking, cloud networking, federation of testbeds,

FCC innovation zone

= One of the early North-American O-RAN OTIC sites - advocate for consistent
and repeatable Open RAN testing and open-source solutions

« Co-PI (with ONF) for NTIA PWSCIF project on O-RAN Energy Efficiency Testing:

« Develop testing methods and models for the energy consumption and efficiency of
individual 5G network components and end-to-end O-RAN architectures

« Seeking collaboration to repeat tests in different scenarios to refine energy models

« Part of NTIA PWSCIF ACCoRD project led by AT&T and Verizon:

» Leverage OTIC role to ensure future O-RAN products meet the highest
standards of efficiency and reliability

contacts: N. K. Shankar, Ivan Seskar {shankar, seskar}@winlab.rutgers.edu
[{UTGERS NTIA Internation Open RAN Symposium, Sept 17-19, 2024 \/\/IN| AR
















TEJAS' Empowering Open RAN Innovation

NETWORKS

Varun Kapoor, Tejas Networks

Tejas Networks, a Tata Group company is fully committed to Open RAN innovation
» Actively engaged in Open RAN standardization efforts, and development of O-RAN compliant radios

Contributions to O-RAN Alliance: WG6/AAL on Cloudification and Orchestration

» Work item for microservices based Hi-PHY
* Proposal for chaining of AAL-profiles
* Introduction to management of Hardware Accelerator Manager

Participation at Global OTICs

* TIM, European OTIC, Torino (2022)

* 114y lab, European OTIC, Berlin (2023)

» SUTD, South-East Asia OTIC, Singapore (2024)

* Active partnership with leading T&M instrument vendors

Future Collaborations

* nGRG RS02 contribution to propose Service Based Architecture for O-DU
* NGRG RS02 contribution for SW-HW disaggregation in O-RAN
* WG6/AAL: AAL Profile Bypass mode (with Intel)

Tejas Networks Limited 2024. All rights reserved



Disclaimer

This presentation has been prepared by Tejas Networks Limited (“Company®) solely for information purposes without any regard to any specific objectives, financial situations or informational needs of any particular person. This
presentation may not be copied, distributed or disseminated, directly or indirectly, in any manner. The contents of this presentation may contain unpublished price sensitive information ("UPSI”) and you are hereby required not to trade
in any securities of the Company based on such UPSI and any breach of the same shall constitute a punishable offence under the SEBI (Prohibition of Insider Trading) Regulations, 2015. Failure to comply with this directive may result
in a violation of the applicable law in certain jurisdictions. By reviewing this presentation, you agree to be bound by the restrictions contained herein, and to maintain absolute confidentiality, regarding the information disclosed in
these materials.

This presentation does not constitute or form part of and should not be construed as, directly or indirectly, any offer or invitation or inducement to sell or issue, or any solicitation of any offer to purchase or subscribe for, any
securities of the Company by any person in any jurisdiction, including in India, nor shall it or any part of it or the fact of its distribution form the basis of, or be relied on in connection with, any investment decision or any contract or
commitment therefor.

This presentation contains statements that constitute forward looking statements. These statements include descriptions regarding the intent, belief or current expectations of the Company or its directors and officers with respect to
the results of operations and financial condition of the Company. These statements can be recognized by the use of words such as "expects®, "plans”, ‘will", "estimates”, "projects”, or other words of similar meaning. Such forward-
looking statements are not guarantees of future performance and involve risks and uncertainties, and actual results may differ materially from those in such forward-looking statements as a result of various factors and assumptions
which the Company believes to be reasonable in light of its operating experience in recent years. The risks and uncertainties relating to these statements include, but not limited to, risks and uncertainties, regarding fluctuations in
earnings, our ability to manage growth, competition, our ability to manage our international operations, government policies, regulations, etc. The Company does not undertake any obligation to revise or update any forward looking
statement that may be made from time to time by or on behalf of the Company including to reflect actual results, changes in assumptions or changes in factors affecting these statements. Given these risks, uncertainties and other
factors, viewers of this presentation are cautioned not to place undue reliance on these forward looking statements. This presentation may contain certain currency exchange rates and the same have been provided only for the
convenience of readers. No representation is made that the Rupee amounts actually represent such USD amounts or could have been, or could be, converted into USD at the indicated rates.

This presentation is not a complete description of the Company and may not be all inclusive and may not contain all of the information that you may consider material. The information contained in this presentation has not been
independently verified. No representation, warranty, guarantee or undertaking, express or implied, is or will be made as to, and no reliance should be placed on, the accuracy, completeness, correctness or fairness of the information,
estimates, projections and opinions contained in this presentation. Viewers of this presentation must make their own assessment of the relevance, accuracy and adequacy of the information contained in this presentation and must
make such independent investigation as they may consider necessary or appropriate for such purpose. Such information and opinions are in all events not current after the date of this presentation. Further, past performance is not
necessarily indicative of future results. Any opinions expressed in this presentation or the contents of this presentation are subject to change without notice.

This presentation should not be construed as legal, tax, accounting, investment or other advice.

Any person placing reliance on the information contained in this presentation or any other communication by the Company does so at his or her own risk and none of the Company nor any of its affiliates, advisers or representatives,
any placement agent, promoters or any other persons that may participate in any offering of any securities of the Company shall have any responsibility or liability whatsoever, whether arising in tort, contract or otherwise, for any
errors, omissions, insufficiencies or inaccuracies in such information or opinions or for any loss, cost or damage suffered or incurred howsoever arising, directly or indirectly, from any use of this presentation or its contents or
otherwise in connection with this presentation.

This presentation has not been and will not be registered as a prospectus with any Registrar of Companies in India. This presentation is not a prospectus, a statement in lieu of a prospectus, an offering circular, an advertisement, a
private placement offer letter or an offer document under the Companies Act, 2013 and the rules made thereunder, the Securities and Exchange Board of India (Issue of Capital and Disclosure Requirements) Regulations, 2009, as
amended, or any other applicable law.

Tejas Networks Limited 2024. All rights reserved















Engineering, Test &

Applied Research Corporation

Interoperability challenges & costs barriers associated with Open RAN adoption can be mitigated
through a shared understanding of use cases and performance requirements

® & & W
Use Cases & Performance \
Requirements
2 |l &
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Features & Tool
Development

Repeatable test cases
Consistent test configurations
Real-world test environments
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Independent, “honest broker” E2E testing facilities can
create a new, afforadable way of multi-vendor testing,
l while protecting competition sensitive data

Real-World Testing
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