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MONITORING OF HARMFUL INTERFERENCE TO THE
HF BROADCASTING SERVICE: III. RESULTS OF THE
JUNE 1986 COORDINATED MONITORING PERIOD

Mary W. Sowers, Gregory R. Hand, and Charles M. Rush*

This is the third in a series of reports describing the results
of studies to determine the 1location of sources of harmful
interference to the HF broadcasting service. Using observations
recorded during the June 1986 monitoring program conducted under the
auspices of the International Frequency Registration Board, and
observations from monitoring stations coordinated by the Institute
for Telecommunication Sciences, the report identifies frequently
observed emitters of harmful interference and their locations, notes
the extent of such interference with programs of Tleading
international broadcast organizations, and examines the extent of

such interference on programs not specifically targeted for harmful
interference.

Key words: direction finding; harmful interference; HF broadcasting;
HF jamming; HF propagation

1. INTRODUCTION
This 1is the third in a series of reports (Sowers et al., 1985 and 1986)
describing the results of studies undertaken by the Institute for
Telecommunication Sciences (ITS) to determine the location of emitters that
cause harmful interference to the high frequency broadcast service. The
studies have been made possible because of monitoring programs that have been
organized under the auépices of the International Frequency Registration Board

K(IFRB) of the International Telecommunication Union (ITU). Resolution COM 5/1

of the First Session of the World Administrative Radio Conference ‘on High
Frequency Broadcasting (WARC-HFBC) in February 1984 directed the IFRB, with
the cooperation of the administrations, “to organize monitoring programs in
the bands allocated to the high frequency broadcasting service with a view to
identifying stations causing interference" and to report the results to the
Second Session of WARC-HFBC 1in 1987 (ITU, 1984). Four such monitoring

*The authors are with the Institute for Telecommunication Sciences, National
Telecommunications and Information Administration, U.S. Department of
Commerce, Boulder, CO 80303.




programs have been organized, and the IFRB has distributed the results of the
first three programs in Circular Letters 609 (IFRB, 1985a), 630 (IFRB, 1985b),
and 657 (IFRB, 1986a). The results of the first two monitoring programs that
were conducted in October 1984 and March/April 1985 were described in detail
by Sowers et al. (1985). The results of the third monitoring program,
conducted in January 1986, were described in Sowers et al. (1986). In this
report we describe the results of the June 1986 monitoring program.

The reports of Sowers et al. (1985, 1986) show that there are more than 90
Tocations in the Soviet Union and Eastern bloc countries that are sources of
harmful interference to the high frequency broadcast service of MWestern
administrations. The locations described in these reports show a high degree
of correlation between the three monitoring periods. In addition to the IFRB
monitoring results, the Sowers et al. (1986) report described the results of
two 5-day monitoring programs that were coordinated by ITS in order to obtain
specific information on selected jammed broadcasts. The most significant
feature of the analysis of data from these two 5-day monitoring periods was
the fact that several jammers--up to 10 in a few cases--were operating on a
single frequency supposedly directed against a specific broadcast. The
results described in the reports were made possiblie through observations sent
to ITS by the organizations in Australia, Brazil, Canada, Israel, Italy, the.
Federal Republic of Germany, Japan, The Netherlands, Norway, Republic of
Korea, United Kingdom, and the United States.

In addition to providing the results of the June 1986 monitoring program,
this report gives the results of a survey designed to look at the effect of
jamming on broadcasts that were not expected to be jammed directly. This
monitoring survey was termed indirect or "third party" monitoring because of
the purported effect of jamming on third-party broadcasts. The Institute
coordinated the collection of observations for the third-party monitoring by
providing a separate report form to the cooperating administrations and to
specific broadcast organizations that also contributed to this survey.

~ In the next section, the types of observations that have been obtained and
the locations of the monitoring sites performing the observations are given.
In addition to the types of data and location of the sites, the analysis
procedures that have been employed are briefly touched upon in Section 2.
Section 3 presents the results of the analysis conducted in this study. The

locations obtained from the June 1986 monitoring are compared with the January
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1986, March/April 1985, and October 1984 monitoring periods. Also in Section
3, we provide a discussion of the statistics of occurrence of interference to
specific broadcasters and broadcast Tlanguages. Section 4 describes the
results of the third-party monitoring survey. The results observed at a few
stations in Europe, North Africa, and the Middle East are presented in some
detail. Section 5 provides a summary of the results presented.

2. DATA COLLECTION AND ANALYSIS

The fourth IFRB monitoring program to collect data on harmful interference
to the HF broadcasting service was conducted between June 9 and June 29, 1986
(IFRB, 1986b). As was the case in the previous three IFRB monitoring
programs, a specific frequency schedule was adopted during the monitoring
period and the participating administrations were requested to forward their
data to the IFRB. Several administrations have continued to cooperate with
ITS by also sending their data directly to the Institute. These data were
used to locate the emitters giving rise to harmful interference. Observations
used by ITS were collected from stations located within Australia, Brazil,
Canada, Europe, Korea, and the United States. Data from the United States
were collected from 13 Federal Communications Commission stations located in
the continental United States, Puerto Rico, Hawaii, and Alaska. Participating
administrations in Europe include Federal Republic of Germany, The
Netherlands, Norway, Italy, and United Kingdom. A list of all participating
stations and their locations is given in Table 1. Table 1 also lists the type
of equipment in use at the monitoring stations.

The collection of data was coordinated among the monitoring stations by
the use of a frequency schedule for all of the participating stations to
follow. Table 2 is a copy of the schedule followed during the June 1986
monitoring period. Specific frequency bands allocated to the HF broadcasting
service were assigned by the IFRB for monitoring in each of the 3 weeks
observations were collected. From these bands specific frequencies were
assigned to each of the half-hour time blocks in the day. These frequencies
were assigned based on the results of ionospheric predictions that were used
to maximize the likelihood that a large number of stations would be able to
receive a particular frequency at the same time.

The stations listed in Table 1 that are equipped with direction-finding

systehs (i.e., Wullenweber arrays or Adcock systems) recorded the bearing of
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Table 1.

Station Locations and Antenna Types

STATION CODE LATITUDE LONGITUDE _ ANTENNA TYPE

ANCHORAGE, ALASKA AN 61°09'43"N 149°59'55"W FIXED MONOPOLES WITH GONIOMETER (WIDE APERTURE)
BELFAST, MAINE BE 44°26'42"N 69°04'58"W FIXED MONOPOLES WITH GONIOMETER (WIDE APERTURE)
DOUGLAS, ARIZONA DS 31°30'02"N 109°39'12"W FIXED MONOPOLES WITH GONIOMETER (WIDE APERTURE)
FERNDALE, WASHINGTON FE 48°57'21"N 122°33'12"wW FIXED MONOPOLES WITH GONIOMETER (WIDE APERTURE)
FT. LAUDERDALE, FLORIDA FL 26°06'08"N 80°16'42"W FIXED MONOPOLES WITH GONIOMETER (WIDE APERTURE)
GRAND ISLAND, NEBRASKA Gl 40°55'21"N 98°25'42"W ROTATING ADCOCK TYPE
KINGSVILLE, TEXAS KI 27°26'29"N 97°53'00"W FIXED MONOPOLES WITH GONIOMETER (WIDE APERTURE)
LAUREL, MARYLAND LR 39°09'54"N 76°49'17"W FIXED MONOPOLES WITH GONIOMETER (WIDE APERTURE)
LIVERMORE, CALIFORNIA LV 37°43'30"N 121°45'12"W FIXED MONOPOLES WITH GONIOMETER (WIDE APERTURE)
POWDER SPRINGS, GEORGIA PS 33°51'44"N 84°43'26"W FIXED MONOPOLES WITH GONIOMETER (WIDE APERTURE)
SABANA SECA, PUERTO RICO SS 18°27'23"N 66°13'37"W FIXED MONOPOLES WITH GONIOMETER (WIDE APERTURE)
HONOLULU, HAWAII WP 21°22'45"N 157°59'54"W FIXED MONOPOLES WITH GONIOMETER (WIDE APERTURE)
FT. SMITH, ALBERTA, CANADA FS 59°52'00"N 111°43'00"W BANDWIDTH MEASUREMENT ONLY
LANGLEY, B.C., CANADA LA 49°04'00"N 122°41'00"W BANDWIDTH MEASUREMENT ONLY
ST. REMI, QUEBEC, CANADA SR 45°17'00"N 73°39"00"W BANDWIDTH MEASUREMENT ONLY
NEDHORST DEN BERG, NETH NE 52°14'31"N 05°04'38"E RHOMBIC ANTENNA
BOCKHAKEN, FEDERAL BK 51°06'00"N 07°16'00"E ADCOCK ANTENNA

REPUBLIC OF GERMANY
BERLIN, FEDERAL REPUBLIC  BL 52°34'00"N 13°18'00"E ADCOCK ANTENNA

OF GERMANY




Table 1. Station Locations and Antenna Types -
(cont.)
STATION CODE LATITUDE LONGITUDE ANTENNA TYPE

ITZEHOE, FEDERAL REPUBLIC IT 53°54"00"N 09°31°00"E ADCOCK ANTENNA

OF GERMANY »
KONSTANZ, FEDERAL REPUBLIC KO 47°41'00"N 09°12'00"E ADCOCK ANTENNA

OF GERMANY
KREFELD, FEDERAL REPUBLIC KR 51°26'00"N 06°28'00"E ADCOCK ANTENNA

OF GERMANY
NORWAY NO 58°48'48"N 05°40'09"E ADCOCK ANTENNA
NORWAY, STATION 1 N1 66°10'48"N 12°33'33"E ADCOCK ANTENNA
NORWAY, STATION 2 N2 69°16'34"N 16°08'40"E ADCOCK ANTENNA
NORWAY, STATION 3 N3 71°04'34"N 24°06'58"E ADCOCK ANTENNA
CROWSELY PARK, U.K. ul 51°30'55"N 00°57'13"W BANDWIDTH MEASUREMENTS ONLY
BALDOCK, U.K. u2 52°00'00"N 00°08'00"E FIXED MONOPOLES WITH GONIOMETER (WIDE APERTURE)
MONZA, ITALY MN 45°36'00"N 09°16'00"E BANDWIDTH MEASUREMENT ONLY 4 ‘
QUOIN RIDGE, AUSTRALIA QU 42°44'00"S 147°20'00"E SIGNAL STRENGTH ONLY
BRAZIL, STATION 1 Bl 01°22'00"S 48°18'00"W SIGNAL STRENGTH ONLY
BRAZIL, STATION 2 B2  15°45'00"S 47°47'00"W SIGNAL STRENGTH ONLY
BRAZIL, STATION 3 B3 02°48'00"N 53°35'00"W SIGNAL STRENGTH ONLY
BRAZIL, STATION 4 B4 25°05'00"S 50°35'00"W SIGNAL STRENGTH ONLY
BRAZIL, STATION 5 B5 29°58'00"S 50°52'00"W SIGNAL STRENGTH ONLY
BRAZIL, STATION 6 B6 22°42'00"S 42°48'00"W SIGNAL STRENGTH ONLY
SEOUL, SOUTH KOREA SO 37°30'00"N  128°54'00"E LOG PERIODIC ANTENNA
TEL AVIV, ISRAEL TV 32°04'00"N 34°47'00" UNKNOWN




TIME
0000-0029
0030-0059
0100-0129
0130-0159
0200-0229
0230-0259
0300-0329
0330-0359
0400-0429
0430-0459
0500-0529
0530-0559
0600-0629
0630-0659
0700-0729
0730-0759
0800-0829
0830~0859
0900-~-0929
0930-0959
1000-1029
1030-1059
1100-1129
1130-1159
1200-1229
1230-1259
1300-1329
1330-1359
1400-1429
1430-1459
1500-1529
1530-1559
1600-1629
1630-1659
1700-1729
1730-1759
1800-1829
1830-1859
1900-1929
1930-1959
2000-2029
2030-2059
2100-2129
2130-2159
2200-2229
2230-2259
2300-2329
2330-2359

Table 2.

MON
JUN 9
6015
5955
6025
11790
6195
11725
11875
11875
11855
5955
11885
6140
11815
11885
11970
11725
5985
11930
6105
11875
5970
11895
5955
11885
11780
6105
11680
11720
11680
11945
11960
6105
11845
11945
11725
11915
11710
11935
6170
5990
6115
11970
6125
11710
6095
6140
6170
11825

Monitoring Schedule for June 1986

TUE
JUN10
11725

6050

6090

6170

6090

6160
11725
11875

- 5905
11855
11875

6160
11855

6105
11930

5970
11965
11725
11725
11965
11850

5970
11800
11770

5985
11705
11845
11840
11875
11835
11865
11815

6105
11905
11945
11725
11805
11855
11935
11915
11805

6115
11970

6125
11935

6060

5985

6050

WED
JUN11
5955
11975
6105
11935
11740
6025
5955
11725
11855
11875
11875
11935
11970
11725
6105
11965
11725
11865
5970
11830
11680
6020
5970
11705
11835
11805
11705
11770
11720
11925
11720
11680
11905
6105
11915
11905
11725
11750
11945
11935
6030
11710
6115
11970
6140
6170
5955
11945

THU
JUN21
6050
6170
6125
11925
11825
11725
11885
5955
11875
11855
6140
6170
11885
5985
11965
6105
11930
11895
11930
6105
11830
5995
11805
5970
11705
11725
11720
6010
11760
11700
11855
11905
11780
6180
€105
6030
11680
11725
11925
11680
11835
11970
6195
6115
11965
6150
11945
11895

FRI
JUN13
6015
6170
6150
11840
5955
6180
11725
11875
11855
5955
11885
11945
11725
6115
11725
11895
5970
11965
5985
11850
5970
11770
6020
11805
11970
11770
11725
11705
11865
11680
11945
6010
11915
11805
11780
6105
11845
6120
11725
6085
6115
11935
11970
6060
11845
5955
6115
5985

* Time is in universal time; frequency is in kilohertz

SAT
JUN14
6170
11725
6160
11780
11875
6160
5955
11725
11875
11855
11885
11895
6105
11895
59870
11930
11885
11970
11965
5985
11770
5970
11705
11725
11805
5970
11805
11725
11805
11760
11845
11780
6125
11915
11925
11680
6105
11925
11790
11725
6085
6115
11935
11970
6160
11855
11935
6105

SUN
JUN15
11780

"11770

6180
11760
11885
11725
11875

5955
11855
11875

6060
11970

6115
11970
11815

5985
11865
11875
11870
11930
11895
11875

5970
11800
11780
11895

6105
11805
11725
11805
11700

6050
11865

6120
11960

6050

6085

6105
11865
11935
11725

6160
11970

6115

6050
11845
11825
11770



TIME
0000-0029
0030-0059
0100-0129
0130-0159
0200-0229

0230-0259

0300-0329
0330-0359
0400-0429
0430-0459
0500-0529
0530-0559
0600-0629
0630-0659
0700-0729
0730-0759
0800-0829
0830~0859
0900-0929
0930~0959
1000-1029
1030-1059
1100-1129
1130-1159
1200-1229
1230-1259
1300-1329
1330-1359
1400-1429
1430-1459
1500-1529
1530~1559
1600-1629
1630-1659
1700-1729
1730-1759
1800-1829
1830-1859
1900-1929
1930-1959
2000-2029
2030-2059
2100-2129
2130-2159
2200-2229
2230-2259
2300-2329
2330-2359

Table 2.

MON
JUN16
7155
7220
71290
15105
7105
7240
7105
7285
15355
7285
21455
15165
7220
7165
15325
15130
15355
21650
7220
15340
21530
7130
15145
21720
15270
15235
7140
15340
7140
15340
21455
15115
15350
15380
7130
21650
15355

15340

7220
15340
7120
7220
7200
7245
15145
7190
7255
15355

Monitoring Schedule for June 1986

TUE
JUN17
7105

7190

15445
7235
15355
7220

15405

7130
7155
15355
7140
15130
15340
15170
7165
21625
15185
7190
15325
7190

15390

15145
7130
15225
21720
15120
15145
7140
15340
7145
15115
21455
7180
15355
15380
15180
15340
15355
15340
7220
7220
7270
15355
7105
7245
7130
7165
7135

(cont.)

WED
JUN18
7165
15130
7220
7270
7120
15510
7130
15275
15355
7155
7260
7130
15170
7165
15410
15130
15340
15185
7115
15410
15380
7190
15340
15340
15205
21720
15180
7180
15180
15340
21455
7255
15120
7255
15355
15380
7130
7255
7220
153490
7255
15340
7220
7180
15115
7245
7105
7140

THU
JUN19
7180
15445
7240
15380
7240
15445
7285
7105
15235
15355
7155
15170
15370
15130
7165
15290
15205
15215
15430
15290
7115
21665
7150
21720
15255
21520
15215
15340
7245
15540
7255
21455
15115
7160
7270
15405
15380
15355
15160
7270
15340
15355
7180
15340
7220
7220
7245
7215

FRI
JUN20
15130

7220
15370

7105

7220
15105
15275

7230

7155

7260
15235

7140
15215

7165
15170
15130
15410
15325
15370
21625
15170

7150
15120

21745

21720
7190
21540
15180
15340
7245
21455
15115
15405
15160
15380
15355
15235
7295
15380
15225
7220
7255
15235
15170
7130
7280
7220
7245

* Time is in universal time; frequency is in kilohertz

SAT
JUN21
15355

7225

7270

7240
15105

7270

7140
15405
15355

7155
15130

7320
15355
15170

7160
15115
21650
15185
15130

7220
15330
15380
21570
15215

7220
21720
15280

7245
15390
15335
15115
21455
15245
15405
15390

7255
15355
15180
15340

7220
15340

7240
15290
15355

7220

7220

7255
15205

SUN
JUN22
15510

7295
15355

7220
15130

7295

7240

~7325

7130

7140

7155
15130

7165
15130
15430

7190
21625

7220
21455
15330

7220
21735
15280
21720
15435
15355
15380
15270
15340
15225
15115
15405
15340
15245
15405
15340
15380
15355
15340

7220

7105

7155

7240

7220

7265
15130
15255
15115




Table 2. Monitoring Schedule for June 1986

(cont.)

MON TUE WED THU FRI SAT SUN
TIME JUN23 JUN24 JUN25 JUN26 JUN27 JUN28 JUN29
0000-0029 9725 9635 9530 9705 9505 9750 9660
0030-0059 9520 9705 9725 9625 9725 39680 9705
0100-0129 89570 9770 9715 9635 9760 9725 9595
0130-0159 9760 9715 9635 9540 9770 9960 9750
0200-0229 9505 9555 9530 9600 9520 9625 9725
0230~0259 9760 9750 9540 9705 9750 9660 9750
0300-0329 9555 9690 17810 9615 17760 9650 39680
0330-0359 9705 9555 9590 17740 9615 9555 9565
0400-0429 9520 9660 9555 9760 9625 9825 9530
0430-0459 9760 9590 9660 9555 9650 9705 9825
0500-0529 9825 9520 9530 9060 9520 9590 9725
0530-0559 11750 9760 9590 9825 9060 17750 17895
0600~-0629 17725 17750 17895 17725 9705 9760 17725
0630-0659 17895 17770 17750 17760 17735 17835 9760

0700-0729 17805 17895 17760 17805 17725 17740 17865
0730-0759 17740 17805 17865 17750 17805 17835 17735

0800-0829 17835 17780 9520 17750 17815 17875 17825
0830-0859 17805 9705 17740 17865 17750 17770 9695
0900-0929 9520 17835 17895 9520 17750 9705 17740
0930-0959 17805 9725 9680 17895 9705 17750 17760
1000-1029 9680 17750 17835 9610 9520 17855 9705
1030-1059 17735 9725 9705 17725 17805 9695 17750
1100-1129 17865 9705 17855 17835 9725 9520 9695
1130-1159 17750 17895 9695 9705 9500 17750 9725
1200-1229 17770 17750 17780 17695 17835 9705 9520
1230-1259 17895 9705 9725 17750 9695 17865 17725
1300-1329 9625 17770 17805 17750 9725 9705 9695 - -
1330-1359 17735 9605 9735 9625 17715 17835 9705
1400-1429 9520 9735 17770 9670 9625 9565 9670
1430-1459 9725 9660 9530 17770 9505 17715 17835
1500-1529 9705 9595 9520 9505 17865 9725 9695
1530~-1559 17715 8520 9715 17795 17770 9625 9530
1600-1629 9635 9705 9750 9585 9735 9725 9645
1630-1659 17875 17795 9715 9750 9530 17770 9690
1700-1729 17750 9715 9520 17760 9705 9635 17770

1730-1759 9660 17760 17745 9530 17750 9585 9770
1800-1829 17795 9715 17750 17945 9565 17760 17855
1830-1859 17770 17695 9705 9520 17855 17725 9695
1900-1929 9740 9530 17695 17855 17835 9505 17735

1930-1959 9770 17760 9125 9705 17885 9520 17750
2000-2029 17855 17865 17695 17770 9705 17895 17805
2030-2059 9605 9125 9750 9635 17725 9585 9625
2100-2129 9705 9735 9605 9505 17805 9705 17760

2130-2159 17735 9530 9695 9525 9520 9735 9565
2200-2229 9655 9680 9725 9665 9610 9660 9725

2230-2259 9725 9555 9670 9530 9565 17845 9680
2300-2329 9680 9530 9725 9595 9760 29680 9750

2330-2359 9520 2680 9680 9625 9725 9555 9505

* Time is in universal time; frequency is in kilohertz



the signals that caused harmful interference to the broadcast services. In
addition to the bearing information, the monitoring stations collected
information on the signal strength, bandwidth, time of day, and frequency of
the signal causing harmful interference. The two-character Morse code
identifier characteristic of jamming of Western broadcasts by Eastern bloc
countries was also recorded for those signals so identified. The sample data
set shown in Table 3 illustrates a subset of the information that was
recorded,

Having gathered data for four separate monitoring periods has resulted in
more than 95,000 observations being sent to ITS by the participating
stations. Approximately 28,000 of these observations were recorded during the
June 1986 monitoring with more than 19,000 of these containing bearing
information. The increasing numbers of observations available to ITS as a
result of increasing number of monitoring periods has made it possible to
isolate the locations of the sources of harmful interference with greater
accuracy.

Through the use of geolocation procedures developed at ITS (Sowers et al.,
1985 and 1986), sources of harmful interference have been located in Bulgaria,
China, Czechoslovakia, Iraq, Poland, and the Soviet Union. The geolocation
procedures rely on the use of a computer algorithm FFIX (Sowers et al., 1985),
which utilizes the bearings from three or more stations to locate the emitter
at a point termed the best point estimate or BPE. Because the data are
statistical in nature, an error ellipse (confidence ellipse) is associated
with the BPE. '

As described in the report by Sowers et al. (1985), the geolocation
process produces an initial estimate of the locations for each of the
individual markers observed during a single time block. Results of this type
for the June 1986 period are found in Appendix A of this report. Combining
the results from Appendix A in the manner described in the report by Sowers et
al. (1985) yields more accurate estimates of the location for the emitters.
The more accurate estimation of the emitter location is called the composite
location because observations from several time blocks and frequencies are
combined or composited to locate the emitters. The composite locations for
the June 1986 data are found in Appendix B of this report.




Table 3. Example of Monitoring Data Obtained During the June 1986 Monitoring

Period
I
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BL 060986 0016 5955 AXX BG HARM-INF SS 068
KR 060986 0016 5955 AXX BG HARM-INF SS 085
U2 060986 0016 5955 AXX MP HARM-INF 40 092
U2 060986 0031 5955 AXX MP HARM-INF 40 092
BE 060986 0049 5955 AXX MP HARM-INF S2 050
CA 060986 0049 5955 AXX MP HARM-INF S3 058
FL 060986 0049 5955 AXX MP HARM-INF S2 037
N2 060986 0045 5955 AXX NI HARM-INF SS 146
N2 060986 0036 5955 AXX RQ HARM-INF SS 145
NO 060986 0031 5955 AXX WA HARM-INF SS 090
NO 060986 0056 5960 AXX WD HARM-INF SS 106
NO 060986 0015 6015 AXX PB HARM-INF SS 096
BL 060986 0016 6050 AXX BG HARM=-INF SS 068
KR 060986 0016 6050 AXX BG HARM-INF SS 085
BL 060986 0016 6050 AXX TU HAR

KO 060986 0016 6050 AXX TU HARM-INF SS 053
KR 060986 0016 6050 AXX TU :

U2 060986 0046 6050 AXX TU HARM-INF 30 068
U2 060986 0101 6025 AXX BG HARM-INF 35 063
NO 060986 0101 6025 AXX BG HARM-INF SS 083
N2 060986 0112 6025 AXX BG HARM-INF SS 141
U2 060986 0101 6025 AXX KD HARM-INF 35 065
NO 060986 0106 6025 AXX KD HARM-INF SS 090
U2 060986 0101 6025 AXX TU HARM=-INF 35 065
N2 060986 0116 6045 AXX NI HARM-INF SS 146

OO0OQWOOQOPFPWPPPFOPOOCOCOOCUDDUODLWOW
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3. ANALYSIS RESULTS

3.1 Locations of Emitters

The locations of the emitters of harmful interference that were observed
during the June monitoring period are illustrated in Figures 1 and 2. In
these figures the alphanumeric marker associated with the Morse code jamming
observations is centered on the best point estimate of the emitter. Most of
these emitters are located in the Soviet Union and Eastern bloc countries.
The majority of the markers tend to group in the western portion of the Soviet
Union around major cities such as Moscow, Leningrad, and Kiev. There are also
a few markers to the south near the city of Tashkent. In addition to the
Soviet markers, there are groupings of markers that appear to be located in
Czechoslovakia (D3, R9, U7, Bl) and Bulgaria (K7, R6, G3). Another group of
markers. is located in the eastern portion of the Soviet Union near the cities

of Khabarovsk and Komsomolsk.

Also contained within the data set are observations that do not have Morse
qode_,identifiers. These signals are designated by a ** where the normal
marker-would be indicated. During this monitoring period, the FCC was able to

‘recognize distinguishing characteristics among a few of the so-called

unidentified emissions and mark them with a numeric code of their own. In
particular the FCC was able to identify characteristics of jamming
transmissions that originated in Irag and China. The locations of these
transmitters are also illustrated in Figures 1 and 2 and are marked with a **,

The markers shown in Figures 1 and 2 are associated with confidence
ellipses which give an indication of the amount of uncertainty in the BPE.

‘The confidence ellipses are given in Appendixes A and B. For purposes of

clarity, these confidence ellipses are not shown on Figures 1 and 2. To
visualize the size of the ellipses, Figure 3 shows a few of the markers from
Figure 1 with the associated 90-percent confidence region. The markers chosen
for Figures 1 and 2 were limited to those locations from Appendix B that were
contained within a metric (800 by 400 nmi) confidence region.

Table 4 provides a listing of the locations of the emitters of harmful
interference arranged by marker for the October 1984, March/April 1985,
January 1986, and June 1986 mohitoring periods This table lists the same
subset of markers displayed in Figures 1 and 2. The country in which the

emitter is contained is indicated by the appropriate ITU country code. When

11




Location of Emitters of Harmful Interference

Table 4.
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Location of Emitters of Harmful [nterference

Table 4,

(cont.)
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Location of Emitters of Harmful Interference

Table 4,
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(cont
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ITU

ITU

(cont.)

Location of Emitters of Harmful Interference
ITU

Table 4.
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Location of Emitters of Harmful Interference
(cont.)

Table 4.
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Location of Emitters of Harmful Interference

Table 4.
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Location of Emitters of Harmfui: Interference

Table 4.

(cont.)
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Table 4. Location of Emitters of Harmful Interference

(cont.)
ITU ITu 1Ty ITu
Country March/ Country Country Country
Oct 84 Code April 85 Code Jan 86 Code June 86 Code
53.6 N, POL 51.9 N, POL 51.1 N, URS 50.1 N, URS -
22.7 E 17.3 E 29.8 E 32.7 E
47.3 N, URS . 49,3 N, URS 51.5 N, URS
138.2 E. 142.7 E 144 .4 E
28.0 N, CHN
116.9 E
33.4 N, IRQ
44,3 E
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Figure 1.

Locations of emitters of harmful interference, indicated by marker ID, in

Eastern Europe, Iran, and the Western Soviet Union during June 1986.
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Figure 2. Locations of emitters of harmful interference, indicated by marker
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Table

5. Jammer Identification

Monitoring Period.

Markers

Observed During the

June 1986

MARKERS (** represents unidentified and is not counted)

Sorted by Number of Occurrences
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849:WI
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384:FU0
311:4N
269:GR
211:FL
193:RQ
165:RT
122:IR
101:AD
92:L4
75:0Q
65:8L
58:55
54:7A
34:UA
27:XU
21:GU
15:LD
12:G1
11:1LR
9:GF
8:XD

Sorted Alphabetically

157
2621:TU 1587 :%%*
626:BG 593:VR
450:DR 415:KD
341:ZM 338:US
294 : KB 289:GI
254:1IG 248:K7
204 :WM 202:B1
179:PL 177 :GM
142:1D 133:PK
107:CG 106:ZT
96:BU 96:SU
81:A5 77 :KF
66:FR 66:PA
61 :MA 60:FG
55:AR =~ b55:R6
42:KRV 40:BN
29:BA 28:1IB
21:AU 21:BR
17:SB 17:WR
15:721 14:WT
12:XW 11:AW
11:W1 10:DW
8:NA 8:02
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364:BD 626:BG
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looking through this table, bear in mind that the confidence el lipses of many
of the emitters may overlap two to three different countries. This happens
primarily on emitters that are located in and around the Eastern bloc
countries. For markers that were observed during two or three monitoring
periods, the Tocation and the country code given for the June 1986 monitoring
period is believed to be the most realistic.

The June results show that most of the sources of harmful interference
have located within the Soviet Union. The locations of 81 of the 99 emitters
were situated in the Soviet Union. Also located during the June monitoring
were six emitters in Bulgaria, seven in Czechoslovakia, and three in Poland.

Of the 66 emitters located during the January 1986 monitoring period, 56 were
located within the Soviet Union. The remaining 10 emitters were located in
Eastern European countries. For the October 1984 monitoring period there are
68 distinct emitters given in Table 4, 44 of which are located in the Soviet
Union and 24 are located in the Eastern bloc countries. For the March/April
monitoring period, 55 of the 69 emitters given in Table 4 are in the Soviet
Union and the remaining 14 were located as emanating from Eastern bloc
countries.

The results shown in Table 4 indicate that many of the markers do not
appear to have changed locations between monitoring periods. Considering that
the four monitoring periods produced data taken from four different seasons
that cover nearly a 2-year time span, there is a high degree of consistency in
the locations. Figure 4 serves to reinforce this point. This figure shows a
histogram of bearings observed at Baldock, England, on marker TU over the
course of the four monitoring periods. The figure shows that the bearings
have not changed appreciably during the four monitoring periods. Also, the
combined histogram for all four seasons of monitoring produces a reasonable
bearing variance. This may suggest that in this case at least the marker did
not move during the course of the four monitoring‘periods.

3.2 Statistical Results of Monitoring Campaigns
Table 5 provides a listing of all the markers (jammer ID's) that were

observed during June 1986. Only observations made for the specific times and
frequency bands ygiven by the IFRB monitoring schedule are included in the
listing. The markers included in this table were observed at least four times

during the monitoring period. The numbers given beside the markers denote the
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Table 6. Summary of the Specific Broadcasters and Languages that were
Observed to be Jammed During the June Monitoring Period

VOA Voice of America 88C 8ritish Broadcasting Corp 27?7 Miscellaneous
0-15 16-29 Jams 0-15 16-29 Jams 0-15 16-29 Jams
RUSS 114/114 302 3027 RUSS 49/ 51 122 1172 2277 3/ 3 7446 3206
POLL 26/ 26 58 502 POLI 20/ 22 38 317 ARAB 8/ 15 19 99
UKR 12/ 12 48 313 ARAB 3 7 8 25 TUR o/ 0 28 75
ARM 8/ 9 1 128 BULG 4/ 6 2 21 [ 0/ 0 3 58
UZBE 11/ 17 18 127 PERS 2/ 3 0 13 F 0/ O 16 54
PASH 12/ 13 10 75 . ROMA o1 2 10 TUN 0/ 0 16 25
DAR! 3 3 18 61 CZEC 2/ 4 3 7 YUG 0/ 0 " 22
LAT 6/ 7 8 60 HUNG 2/ 7 1 4 LUX 0/ 0 8 9
LITH 5/ 5 8 60 SERB o/ 0 3 4 MCO 0/ 0 4 9
EST 4/ 4 8 44 URDO 3/ 5 0 3 ALG 0/ 0 3 8
A2 0/ O 4 10 SLVN 17 & 0 2 BEL 0/ © 3 8
GEOR 17 1 2 5 PASH 17 3 0 1 BFRE 2/ 2 0 8
Total 202/211 420 4412 SLVK o/ 1 1 1 UAE 0/ © 2 5
TURK or 0O 1 1 CVA 0/ © 3 4
Total 88/114 157 1581 EQA o/ O 4 4
RFE Radio Free Europe FNL o/ O 3 4
EGY 0/ 0 2 3
0-15 16-29 Jams ARG o/ 0 1 2
POLI 1037105 300 2499 IND 0s-0 1 2
CZEC 72/ 72 1946 1364 oW Deutsche Welle B o/ 0 1 1
BULG 17/ 17 39 2N NETH o/ 1 1 1
Lt 77 7 30 238 0-15  16-29 Jams NOR 0/ © 1
HUNG 12/ 13 7 213 RUSS 34/ 34 80 991 Total 13/ 20 834 3608
LAT 4/ & 25 144 BULG 11/ 12 36 285
EST 2/ 2 21 122 CZEC 13/ 13 23 226
ROMA 17 2 13 30 DARI 10/ 10 1 122
PORT 0/ 0 1 1 PASH 4/ 6 11 48
Total 218/222 498 4882 Total 72/ 75 151 1672

RL Radio Liberty

0-15 16-29 Jams IBA KOL Israel
RUSS 255/256 684 8382 . .
UKR 3/ 3 136 927 0-15 16-29 Jams
TI 137 13 82 517 RUSS 18/ 19 45 425
A2 127 12 N 280 HEBR 9/ 9 8 120
T8 8/ 8 38 278 Y100 37 3 3 33
BR 17 11 30 239 Total 30/ 31 Sé 578

ARM 6/ 6 26 189
GEOR 3 3 26 149
Total 331/332 743 10961
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number of observations; the two asterisks indicate that harmful interference
was observed on frequencies for which no marker was present or the marker
could not be identified. During the June 1986 monitoring period, 157 unique
markers associated with jamming were observed. Of these, 66 were listed in
Table 4 for June along with their locations. It can be seen in Table 5 that
the number of observations of harmful interference for which no marker is
associated 1is about one and a half times greater than the most frequently
occurring marker. .

Table 6 provides an overview of the jamming noticed for each
broadcaster. These are then broken down into each of the respective
languages. For example, VOA Russian was scheduled for monitoring during the
first 15 minutes of the time blocks, 114 times, with jamming observed in all
114 of these times blocks. Out of the second 15-minute period of monitoring,
jamming was noticed on the VOA broadcasts within the specified bands during
420 time blocks for the entire 3 week period. Broadcasts for several
languages may be observed within the same time block; for example, there were
302 observations of jamming of VOA Russian, 58 observations of jamming of VOA
Polish, and jamming on several of the minority languages of the Soviet
Union. The number of jams on VOA Russian may exceed the number of time blocks
(302) jammed because within each time block there may be more than one VOA
Russian frequency jammed by multiple transmitters.

The results presented in Table 6 illustrate which of the broadcasters are
the primary targets of intentional harmful interference. It can be seen that
Radio Liberty (RL) and Radio Free Europe (RFE). are targeted for harmful
interference more than any other broadcaster observed. For all broadcasters,
the Russian language and Polish language broadcasts are consistently jammed.
Broadcasts in Czechoslovakian and Bulgarian languages appear to be frequently
jammed also. Although the Polish language broadcasts are the primary target
of many jamming transmissions, all of the markers that are found to jam the
Polish language are located in the Soviet Union, not within the Polish
borders.

4., THIRD-PARTY MONITORING RESULTS
During the June 1986 IFRB monitoring period, arrangements were made by ITS
to coordinate the collection of another type of monitoring data. Several of

the administrations cooperating in the IFRB monitoring along with a few
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broadcast organizations were called upon to contribute to a survey designed to
assess the levels of interference on selected broadcasts that were not the
primary target of interference from jamming. The stations contributing to
this survey were asked to monitor broadcasts directed into their region that
were situated on frequencies that were either cochannel or adjacent channel to
known jammed frequencies and to note any disturbances either from jamming or
other broadcasts in the region. Broadcasts that were monitored on frequencies
either cochannel or adjacent channel to known jammed frequencies were termed
"third party" broadcasts because of the potential for indirect interference
from jamming on these frequencies.

Several different schedules were developed for the third-party program in
order to accommodate monitors situated 1in diverse dgeographic regions.
Different schedules were devised for listeners in Australia, Europe, the Far
East, the Middle East, North Africa, North America, South America, and
Southeast Asia., Many of the administrations participating in this monitoring
campaign also participated in the IFRB monitoring program. The Tist of
participating stations is shown in Table 7. As shown in the table, many of
the participating administrations employed their broadcast relay stations,
located in different countries, to contribute to the survey.

The third-party monitoring schedules were arranged to complement the
direction-finding (DF) schedule (i.e., Table 2). The frequencies assigned to
specific time periods for the third-party monitoring followed the frequencies
assigned to the DF schedule. However, not all of the frequencies specified in
the direction-finding schedule are associated with third-party broadcasters.
The Tist of third-party broadcasters that appear on the schedule was obtained
from the ITU tentative broadcast schedule for June 1986.

A sample of the schedule for the European listeners will serve to
illustrate which broadcast services were monitored and the types of
information obtained. In the sample schedule in Table 8, columns 1 and 2
specify the frequency and time of the known jammed broadcast (from the DF
schedule). Columns 3-5 contain pertinent information on the third-party
broadcasts that were expected to be subjected to interference. It should be
noted that the frequency of the third-party broadcast, shown in column 3, is
within 5 kHz of the jammed frequency shown in column 1. The origin of the
third-party broadcast is shown in column 4, and column 5 indicates the

broadcast administration.
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Table 7. List of Stations Participating in the Third-Party Monitoring

Administration

United States

Germany

Netherlands
Italy

Norway

Canada

Korea

Station Location

13 FCC Stations:
Anchorage, Alaska
Ferndale, Washington
Livermore, California
Douglas, Arizona
Kingsville, Texas

Grand Island, Nebraska
Laurel, Maryland
Belfast, Maine

Allegan, Michigan

Powder Springs, Georgia
Fort Lauderdale, Florida
Sabana Seca, Puerto Rico
Honolulu, Hawaii

4 VOA Stations:

Islamabad, Pakistan
Vienna, Austria
Helsinki, Finland
Hong Kong

4 Deutsche Welle Stations:
Bockhaken, Germany
Sesimbra, Portugal

Malta
Kigali, Rwanda

Ned Horst Den Berg, Holland
Monza, Italy

Ski, Norway

Fort Smith, Alberta

St. Remi, Quebec

Langiey, British Columbia

Seoul, Korea

29

Monitor Schedule Followed

North America
North America
North America

North America
North America

North America
North America
North America
North America

North America
North America

North America
North America

* Southeast Asia
Europe
Europe
Southeast Asia

Europe
Europe
Europe
North Africa
Europe
Europe
Europe

North America
North America
North America

Far East
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Table 8. Example of the Third-Party Monitoring Schedule and Observations
Obtained During the June 1986 Monitoring Period.

REPORTING ADMINISTRATION MONITORING STATION NAME —
LOCATION
JUNE 9, 1986 EUROPEAN STATIONS CIRAF ZONE _ R
LIKELY JAMMED | BROADCAST AFFECTED i OBSERVATIONS by MONITOR
FREQUENCY { { )
1 2 | 3 4 5 ] 6 7 8 9 ‘
Freq Hour | Freq Name of Country | Time of Interference Type of Identification
ShHg) CUTC) | (kHz) Stption Symbol | Observation  Present?  Interference
| I .
5955 0430 | 5960 ANKARA TUR ) 432 Y AXX VR
| |
6060 0530 | 6060 CALTANISSETTA I I 530 Y TWO DR VOA
6060 0530 | 6065 KARLSBORG s ) 532 Y A3E VOA
| |
11725 0600 | 11730 SFAX "TUN [} 603 Y AXX 1G
| |
11725 0730 { 11730 SFAX TUN | 731 Y AXX 1G
| | ‘
5976 3000 | 5965 WAVRE BEL I 1007 Y AXX 3D RB 1D
| ’ |
5995 1100 | 5995 MT.CARLO MCO { il Y AXX G7
5995 1100 | 6000 WIEN AUT | 1113 Y AXX G7
| I
11780 1200 | 11785 ABlS . EGY ] 1207 Y TWO BD TU BL LG =B
i |
6105 1230 i 6100 BIJELJINA YUuG | 124S Y AXX LG
| ! '
11770 1300 { 11770 DHAKA BGD ] 131S Y A3E *B
| |
6105 1530 { 6100 BELGRADE YUG | 1551 Y AXX WI LG
| |
6125 1630 { 612¢ PORI FNL | 1635 Y ™o 1D *B
6125 1630 | 6130 HALIFAX CAN § 1636 Y TWO 1D B
| 1
i172% 1700 j 11730 AL KHAISAH QAT ] 1711 Y AXX DA
| I
11915 1730 | 11915 CONCEPCION PRG | 1745 Y AXX XN TU
11915 1730 I 11920 ARGANDA E ] 1746 Y TWO XN TUL *B
| i .
11710 1800 | 11715 S M.GALERIA CVA | 1810 Y TWO PK *B
11710 1800 | 11715 BE1JING CHN | 1811 Y TWO PK *B
| |
6170 1900 | 6165 LENK Suli | 1910 Y A3E BUL
i |
990 1930 | 5985 ANKARA TUR ] 1944 Y A3E RFE
5990 1930 | 5995 MT.CARLO MCO ] 1945 Y A3E ~B
1 |
6115 2000 ] 6110 CYCLOPS MLT | 2009 Y AXX us
6115 2000 | 6115 K .WUSTERHAUSE DDR [ 2010 Y AXX us
6115 2000 [} 6120 PORI! FNL i 2017 Y AXX US BG 1D DR
| | )
11976 2030 | 11965 BOBO DIOULASS BFA } 2040 Y AXX FU
| | )
6060 2100 | 6060 CALTANISSETTA I | 2106 Y AXX KD DR 1D



Following the specified frequency schedule, the monitors were asked to
decide if interference was present and, if possible, to identify the type of
interference. When interference was observed on a particular frequency, it

]

was noted in column 7 with a "y"*. The type of interference, recorded in
column 8, specifies either noise transmission (AXX) or voice transmission
(A3E). Finally, the Morse code identifier and/or the administration
responsible for the interference were recorded in column 9 when it was
possible for the listener to identify these characteristics.

Broadcast services that operated within 5 kHz of a known jammed frequency
were surveyed to assess the potential interference from jamming. The pie
chart in Figure 5 shows the third-party administrations whose broadcasts are
potentially subject to interference in Europe because of jamming directed
toward other administrations. The list of administrations surveyed during
this monitoring period is fairly extensive. The chart 1illustrates that
Yugoslavia (YUG) and Radio Vatican (CVA), for exampie, are among the most
frequent candidates for third-party interference in Europe.

Statistical analyses performed on the third-party observations give an
estimation of the percentage of times that a third-party broadcast had been
subjected to interference from jamming. An illustration of the information
collected at the monitoring station in Vienna, Austria, given in Figure 6,
shows the percentage of jammed to unjammed timé periods for broadcasts of the
administration indicated. This figure clearly illustrates that interference
from jamming to the third-party broadcasts at this location is very high. For
example, 90 percent of the third-party broadcasts from Italy (I) were subject
to interference from jamming. Likewise nearly 63 percent of the monitored
Radio Vatican (CVA) programs were subject to interference from jamming.

An analysis of all the observations from the monitoring station in Vienna,
Austria, 1is shown 1in Figure 7. This particular figure illustrates the
interference from jamming as well as from other broadcasters. The majority of
interference noticed against the broadcasts is from sources of harmful
interference or jamming. The bar chart shown in the figure also illustrates
that there are several time blocks where the broadcasters appear to be

*Note: The presence of a "y" (i.e., yes) in column 7 does not necessarily
suggest that the interference rendered the broadcast signal unintelligible.
The degree, or signal strength, of the interference was not recorded in this

monitoring.
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Figure 5. Pie chart of the third-party broadcast administrations potentially
subject to interference from the European third-party monitoring
schedule,
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Figure 6. Bar‘ charts of observations from Vienna, Austria, showing the percentage of
Jammed to unjammed time periods for each broadcast administration. The numbe r
on top of each bar indicates the number of observations.
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Figure 7. Bar charts of observations from Vienna, Austria, depicting the number of time periods

each administration was scheduled for monitoring. Also indicated within the bar
chart for each administration is the number of scheduled time periods that were
either unobserved, free of interference, interfered with by other broadcasters (A3E),
jammed, or both jammed and interfered with by other broadcasters.




interfering with each other, Although the presence of interference from
another broadcaster does not occur as frequently as the harmful interference
from jamming, the presence of both types of interference does occur fairly
often.  When both types of interference are present on a single broadcast
there is a potential for harmful dinterference. A breakdown of the actual
number of observations of interference for each administration is listed in
Table 9.

Accompanying each of the observations of interference on the survey is an
identification of the party responsible for the interference. The
interference was identified by the broadcast administration responsible for
the interference or the jamming Morse code identifier. Table 10 contains a
list of the jammer markers and broadcasters recorded at the station in
Vienna. - During the course of the monitoring period, 83 different jammer
markers and 13 different broadcasters were identified as causing interference
at the station in Vienna.

The markers recorded during this exercise are in agreement with the
markers noticed at the same time periods for the direction-finding portion of
the monitoring. Among the stations identified as causing interference in
Vienna, the Soviet Union was listed on 12 different observations; the British
Broadcasting Corporation (BBC) was reported on 2 different occasions; and the
Voice of America (VOA), Deutsche Welle (DW), Bulgaria (BUL), Radio Free Europe
(RFE), and Austria (AUT) were reported twice during the monitoring.

The tables and graphs presented illustrate the information recorded from
only one station. Analysis of information collected at other stations in
Europe shows many of the same features. For example, observations from
stations 1in Bockhaken, Germany, and The Netherlands, Figures 8 and 9, show
that the primary source of interference in Europe is from jamming. In other
parts of the world, the interference from jamming is not as great as it is in
Europe. I1Tustrations of the information from North Africa (Figure 10),
Pakistan (Figure 11), and Hong Kong (Figure 12), show that jamming
interference is still present. The interference from jamming 1is noticed in
Pakistan on a fairly high percentage of the third-party broadcasts, as shown
in Figure 13. A summary of all of the tables processed for each of the
stations is given in Appendix C.




Table 9. Listing of the Observations from Vienna, Austria, for Each
Administration that was (a) Scheduled for Observation, (b) Actuall
Observed, (c) Jammed, (d) Interfered by Other Broadcasters, (e
Interfered by Both Jamming and Other Broadcasters.

a b c d e a b c d e
YUG( 55, 46, 40, 3, 1) DDR( 49, 39, 29, 4, 5)
E ( 45, 35, 20, 4, 9) EGY( 40, 29, 22, 3, 4)
I ( 39, 30, 24, 1, 3) CVA( 35, 28, 14, 5, 4)
TUR( 30, 25, 1s, 2, 4) ALG( 29, 22, 14, 3, 3)
UAE( 25, 17, 9, 2, 5) MRC( 23, 17, 13, 1, 1)
CHN( 22, 19, 10, S, 4) KOR( 22, 18, 13, 2, 3)
MEX( 19, 16, 11, o, 2) TUN( 19, 17, 17, o, 0)
LUX( 18, 15, 9, 1, 0) FNL( 17, 16, 6, 1, 9)
PAK( 17, 14, 12, 0, 2) BGD( 15, 11, 4, 6, 0)
NOR( 15, 13, 9, 2, 1) ARS( 12, 10, 7, 0, 1)
BEL( 12, 11, 10, 1, 0) AUT( 11, 9, 4, 0, 1)
B ( 11, 10, 5, 1, 1) MLT( 11, 9, 4, 1, 3)
QAT( 11, 10, 10, 0, 0) EQA( 10, 7, 4, 2, 1)
MCco( 10, 10, 8, 1, 0) SUI( 10, 7, 5, 1, 1)
POR( 9, 5, 3, 1, 0) THA( 9, 5, 1, 3, 1)
CAN( 7, 5, o0, 2, 2) GRC( 7, 4, 2, 0, 2)
AFS( 6, 6, 3, 2, 1) BFA( 6, 6, 5, 0, 1)
HOL( 6, 3, o, 2, 0) PRG( 5, S, 3, 2, 0)
s ( 5, 5, 3, 1, 1) IND( 4, 1, 1, 0, 0)
CHL( 3, 1, 1, o, 0) KWT( 3, 2, 2, 0, 0)
AUS( 2, 2, 2, 0, 0) AFG( 1, o, 0, 0, O0)
CLN( 1, 1, o, 1, 0) GHA ( 1, 1, 0, o, 0)
J ( 1, o, 0, 0, 0)
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Table 10. Summary of Observations from Vienna, Austria, with a List of the
Jammer Markers that were Recorded and a List of Other Broadcasters

Identified,
VIENNA, AUSTRIA

NUMBER OF SCHEDULED OBSERVATIONS 703
NUMBER OF OBSERVATIONS TOTAI, 559
NUMBER OF OBSERVATIONS UNHARMED 45
NUMBER OF OBSERVATIONS INTERFERED 514
NUMBER OF INTENTIONAL INTERFERENCE 373
NUMBER OF UNINTENTIONAL INTERFERENCE 65
BOTH INTENTIONAL AND UNINTENTIONAL 76

NUMBER OF MARKERS RECORDED -~ 83

TU(57 44 (36 1G(28 US (28 BG (27 SF(26 1D (24 TK(23
4N (19 DR (17 ZM(17 AN(14 RB(14 FU(13 PB(12 WD(12
DU(10 VR(10 WI(10 33( 9 8L( 9 LK( 9 9 AG( 8
WG( 7 7K( 6 FG( 6 UN( 6 G7( 5 MF( 5 PK( 5 4
SM( 4 U7( 4 VG( 4 XN( 4 BD( 3 BL( 3 GI( 3 3
XI( 3 BQ( 2 CB( 2 FA{ 2 FL( 2 K7( 2 MG( 2 MU({ 2
TR( 2 WA( 2 WM( 2 ZA( 2 3D( 1) AD( 1 AR( 1 1
F3( 1 FR( 1 I4( 1 Ig( 1 MP( 1 NI( 1 R6( 1 RD( 1
UR( 1 VL{ 1 wa( 1l

NUMBER OF OTHER BROADCASTERS IDENTIFIED - 13

*%87) URS (12

BBC( 4) RFE( 2
DW( 2 BUL( 2
VOA RFI( 2
AUT( 2 RI é )
RCI( 1 FRANCE (' 1)
ROU{ 1
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KD(11
B1( 8
HM( 4
PL( 3
NS({ 2
BU( 1
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Bar charts of observations from Bockhaken, Germany, depicting the number of time
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either unobserved, free of interference, interfered with by other broadcasters (A3E),

jammed, or both jammed and interfered with by other broadcasters.

Figure 8.
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Figure 9. Bar charts of observations from Ned Horst Den Berg, Netherlands, depicting the number

of time periods each administration was scheduled for monitoring., Also indicated
within the bar chart for each administration is the number of scheduled time periods
that were either unobserved, free of interference, interfered with by other
broadcasters (A3E), jammed, or both jammed and interfered with by other broadcasters,
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Figure 10. Bar charts of observations from Kigali, Rwanda, depicting the number of time periods
each administration was scheduled for monitoring. Also indicated within the bar
chart for each administration is the number of scheduled time periods that were
either unobserved, free of interference, interfered with by other broadcasters (A3E)
jammed, or both jammed and interfered with by other broadcasters.
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Figure 11. Bar charts of observations from Pakistan depicting the number of time periods each
administration was scheduled for monitoring. Also indicated within the bar chart for
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Figure 12. Bar charts of observations from Hong Kong depicting the number of time periods each
administration was scheduled for monitoring. Also indicated within the bar chart for
each administration is the number of scheduled time periods that were either
unobserved, free of interference, interfered with by other broadcasters (A3E),
jammed, or both jammed and interfered with by other broadcasters.
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5. SUMMARY AND CONCLUSIONS

The results presented in this report for the June 1986 IFRB monitoring
period compliment those given by Sowers et al. (1985 and 1986) for the October
1984, March/April 1985, and the January 1986 monitoring periods. Ninety-nine
emitters of harmful interference have been located during June 1986 with 81
being within the boundaries of the Soviet Union. The other 18 locations were
placed in Poland (3), Czechoslovakia (7), Bulgaria (6), Iraq (1), and China
(1). Although several transmitters have been found in Poland, they are
usually either jammers associated with few observations or they are jammers
that do not locate within the Polish borders regularly.

Jammers located in Czechoslovakia usually cluster near Prague, and jammers
found in Bulgaria regularly group near Sofia. In the Soviet Union, many of
the jammers cluster around major cities such as Moscow, Leningrad, Tashkent,
and Khabaroskv. Groups of jammers that are cliustered near major cities may
not represent individual transmit locations; it is possible that the same
transmitter facility could be emitting various Morse code identifiers at
different times. It should be mentioned, however, that many of the markers
did not change in location and broadcast language which they were targeted
against over the time span of the monitoring periods.

The Morse code identifier accompanying the jamming signals exhibits trends
which illustrate that the jammers and their associated languages go beyond
political boundaries. The configuration of the jammer (either letter-letter,
letter-number, or number-letter) correlates to the language attribute of the
jamming signal. The Tletter-letter identifiers were located within the Soviet
Union and were wusually associated with the Russian language and on a few
occasions with one of the dialects spoken within the Soviet Union. Most of
the letter-number identifiers were located in Eastern bloc countries and were
primarily associated with either Czechoslovakian or Bulgarian language
broadcasts. A few of the letter-number identifiers, which were also located
in Eastern bloc countries, were found jamming Russian language broadcasts
regularly. The number-letter identifiers almost always jam Polish language
broadcasts and are usually found in the Soviet Union.

Although the exact number of transmitters and frequency hours employed for
the purposes of jamming cannot be ascertained directly, a reasonable estimate
of the magnitude of jamming follows from the statistics of the numbers of
programs that are directly jammed. As in the past, the statistics developed
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in this report show that Radio Free Europe and Radio Liberty were heavily
jammed on most of their broadcasts. Other broadcasts were regularly jammed on
the Russian, Polish, Czechoslovakian, and Bulgarian languages. It was also
pointed out in the report that broadcasts that were targeted for jamming were
not the only parties affected by jamming. The third-party monitoring
observations clearly show that jamming was affecting other broadcasts into
Europe which were located on frequencies that are either cochannel or
adjacent-channel to known jammed frequencies. It is readily apparent that no
telecommunication service--the high frequency broadcast service in particular
--can be efficiently organized and utilized in the presence of such disruptive
behavior.
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SET D file

% ID
i=wi
2=%%
3=%%
4=xx
S=wak
b=nx
YET T
8=x*

9=n*
10=%*
11=n%
12=%x
13=a%
14=%%
1S5=a%
16=%*
1T7=%*
18=#%
19=%%
20=+%
21=%x
22=#%
23=%%
24=%%
25=#%
26=%%
27=%%
28=%%
29=%%
30=%%
3i=nx
32=4%
33=4 %
4=k
35=hk
36=%%
3T7=wx
8=+
39=wk

40=%*
4l=nx
42=4%

43=90%
44=n%
45=%*
46=%*
4T=%%
48=w*
49=au
S0=%4
Bl=wx
B82=4%
53=an
S4=n%

DA
11
9
9
13
9
9
11
12

14
10
10
i3
i3
1t
1!
17
17
17
17
17
18
18
20
17

= DDDD

TIME
1113
1735
1947
0820
1022
1525
2322
oota

0954
1053
2146
2325
1748
0727
0723
0842
0943
0346
1446
1530
0654
2000
0320
0840
0940
1440
0546
1117
1616
1723
1710
i848
0225
0219
i516
1049
1552
1123
1316

1516
1007
1625

1838
1051
2113
133S
1350
1420
1840
1436
1447
0940
0849
0846

FREQ
5950
5960
5960
5980
5990
5995
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1002=BU 25 1150 9715 ?22? 229222222222 170 23 105 50.72N 30.37E KR 86A. BL 90B IT 94A KO 68B

1003=BU 9 0320 11890 ?27?? 2222722222222 0 0 0 49 85N 37.57E NO 102B N2 141B

1004=BU 20 0750 15205 2?2?22 2222272222222 1030 87 114 48.20N 41 .79E KO 80D IT 93B . KR 83B

1005=BU 24 0220 9540 DARI VOA KAV09S @ 0 0 48.82S 166 64E NE 81B U2 75C

1006=BU 26 0231 9705 DARI VOA KAV1io05 0 1] 0 48.27N 35 92E U2 85B N2 145B

1007=BU 26 0846 17875 DARI DW 1739 5§59 119 47.25N 42 .65E IT 94A KR 85C U2 84B

1008=BU 24 0931 9725 HUNG RFE B8 755 62 114 47.80N 43 .32E BK 84A NO 100C U2 82C NE 84B

1029=CB 22 1651 15355 RUSS RL @G7
1030=CB 17 1655 15405 RUSS DW

3.12N 41 38E FE 20B GI 50B

62.94N 177 .99W AN 290B WP 347B

53.06N 48.36E No @8aSAR BE 34B LV 4B WP 352B AN 346B  FE 5B
21.348 135 7SE NE 70B KR 72B
53 39N 13.53E U2 75C NE 74B

0.00N 0.00E ko SS5B it 62B kr 50B

0.00N 0.00E n3 92B al 38B
51 .94N 90.11E WP 325B KI 355B

66.138 164 89K N2 90C N3 90B )
S3.30N 76.68E N3 100C AN 330D WP 331D DS 355D
62.02N 72.85E U2 60C N3 87B Nt 69B N2 84B
13.69N 45 .58E WP 324B FE :13B
44 .59N 87.95E NE 63B :U2 60C U2z é60C
© 48 43S 173.62E U2 52A U2 52A NE 67B

0
1031=CB 20 1802 15585 RUSS IBA 561
1032=CB 27 1835 17815 RUSS IBA 0
1033=CB 21 1301 15280 UZBE VOA WOF086 0
1034=CG 16 0746 15205 2222 222222222279 0
1035=CG 24 0613 17750 2222 2229222992292 0
0
0

1036=CG 25 0637 17750 2272 229292229222

1009=BU 18 1446 15435 PASH VOA KAV09S 0 0 0 52.28N S.S8E U2 83A NE 82B
1010=BU 24 0946 9705 POLI RFE B2 0 0 0 48 78N 41 43E NE 84B NO 100A
1011=BU 24 110! 9705 POLI RFE B2 151 17 107 S0.46N 33.21E KO 68B KR 86A IT 94A BL 90A BK 82A NO 100B
U2 82A NE 84B
1012=BU 24 1231 97065 POLI RFE B2 175 47 99 51.79N 30 .82E U2 82C NO 103C IT 94C BL 82C KO 66B
1013=BU 9 1445 11885 RUSS RL L6 0 0 0 S51.51N 28 .55E KR 81A IT 94cC
1014=BU 12 0601 11885 RUSS RL P4 0 0 0 48.78N 38 .83E U2 82B N3 155B
1015=BU 12 0301 11885 UKR RL P4 0 0 0 45.79N 46 .48E U2 83B NO 100B
1016=CB 19 2027 15360 ?222? 222222229229 0 0 0 46.05N 53 35E N0 93B N2 122B
1017=CB 19 1816 15375 ?22? 2222222722222 1728 412 § 67.50N 48 .58E LV 10B AN 351B DS 3B WP 347B
1018=CB 17 1731 15585 HEBR IBA 0 0 0 54 99N 20.25E U2 68B NE 67B
1019=CB 26 1955 9725 HUNG RFE B8 5220 144 101 S55.12N 650.81E BL 70D KR 64B IT 70D . f
1020=CB 14 2050 6195 RUSS DW 0 0 0 28.68N 94 26E KO 73C IT 76B
1021=CB 25 0138 9635 RUSS VOA WOF066 216 79 136 54.97N 45 .76E NE 68B N3 140C Ni 108B
1022=CB 24 2332 9680 RUSS RL L2 0 0 0 50.59N 38.76E NO 99B SS 38B
1023=CB 10 1431 11835 RUSS VOA MUNG58 ] 0 0 54.54N 49 48E NO 8iB N3 133B
1024=CB 15 0540 11915 RUSS RL MC 0 0 53.11N 30.68E KR 74B IT 85B
1025=CB 21 1705 15225 RUSS BBC WOOF 0 0 22.73S 132 .21k U2 70B NO 70C
1026=CB 18 1735 15245 RUSS BBC WOOF 418 5 91 53.7IN 35.78E NE 72B KR 72B KO 60B
1027=CB 17 1835 15355 RUSS RL @7 a 0 0.00N 0.00E wp 348B be 344B ne 70B
1028=CB 22 0120 15355 RUSS RL GI 0 0 7T0.20N 52.298 FE 2B AN 3508
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0
0
0
0
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1037=CG 24 1116 9725 HUNG RFE B8
1038=CG 12 1501 11855 PASH VOA KAV095 1637 309
1039=CG 9 0831 11930 RUSS VOA PHT349 853 80
1040=CG 21 1607 15245 RUSS BBC WOOF 0 0
1041=CG 16 0714 15325 RUSS VOA PHTO021 32551 430
1042=CG 20 0816 15325 RUSS VOA PHT021 1647 72
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w W w e
(SR - LY

1043=CG 18 1719 15405 RUSS DW 0 0 0 19.32N 47.23E GI 35B WP 327B

1044=CG 23 0731 17740 RUSS VOA PHT349 0 0 0 59 61N 46 .95E N0 70B U2 5&C

1045=CG 23 0716 17865 RUSS VOA PHP034 ‘o 0 0 53 31N 78.75E NE 588 NO 65B

1046=CG 24 0716 17865 RUSS VOA PHP034 0 0 0 11.18S8 119.62E U2 73B NO 75¢C

1047=CG 24 0916 17865 RUSS VOA PHP034 0 0 0 47.88S 172.74E U2 52B NE 668

1048=CG 25 0731 17865 RUSS VOA PHP034 645 141 131 54 .49N 78.208 AN 331B NO 6S5A N1 75B

1049=CG 23 1357 17750 TI RL B3 0 0 0 4. 32N 97 .91E 88 36B BE 17B

1050=CG 26 1231 17750 TI RL B3 436 49 127 51.198 178.50K U2 6S52B NE 7SB IT 82C bl 62B
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1054=D3 15 1905 11870 2272 222222222222 2804 1115 130 49 18N 20.03E AN 7D PS 42D BE 50D FL 42D
1055=D3 9 1146 11965 2227 222222229299 0 0 0 50.58N 81.61E KR 60C KO 58B

1056=D3 19 0946 15295 29272 227222222299 0 0 0 50.16N 16.16E KR 98C KO 59B

1057=D3 23 0209 9505 BR RL GIB 5668 571 130 50.06N 29.58E AL 37B PS 38B FL 37B

1058=D3 20 2156 15130 BR RL G8 65 26 75 51 .06N 18 _4SE KO S7A IT 111B KR 96C
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1401=G3 9 0950 11850 BULG DW 421 81 154 44.73N 23 78E AL 45D FL 45D SS 45D NO 134B N2 167B
1402=G3 10 1009 11850 BULG DW 217 42 154 44. 60N 24 41E FL 45D PS 40D N2 166A NO 133A
1403=G3 18 1749 15115 BULG RFE G3 0 0 0 33 17N 41 64E FL 46B SS 53B
1404=G3 20 1938 15115 BULG RFE G3 3977 531 127 42 93N 22 490E FL 47B GI 40B BE 55B
1405=G7 24 1020 9680 BULG DW 0 0 0 49 07N 15.79E KR 108B KO 70C
1406=G7 14 1046 5995 CZEC DW 0 0 0 65 155 165 .70E 1T 1408 BL 142B
1407=G7 & 1101 5995 CZEC DW 166 44 111 49 84N 13 .56E U2 99B U2 099B N2 185C
1408=G7 13 0640 6115 CZEC RFE B2 54 26 140 49 96N 15 40E KO 50C BL 145B IT 138B KR 108B
1400=G7 15 0601 6115 CZEC RFE B2 86 22 100 49.86N 16 278 BK O97A KO 64B it 95D KR 106B
1410=67 20 1050 7130 CZEC DW 87 21 142 49.24N 17 12E BL 142A KR 107B KO 60D
1411=G7 18 0631 7165 CZEC RFE B9B 0 0 0 52.555 174 18E U2 101B NE 97B
1412=G7 20 0631 7165 CZEC RFE B9B 105 22 110 49 94N 17 49E BK 97A NE 96B BL 125¢ IT 131C KR 102B
1413=67 16 0631 7165 CZEC RFE B9B 61 17 135 S50.0IN 16.5iE BK 97B BL 140A KR 108B NE 96B
1414=G7 26 2307 9595 CZEC RFE G3A 0 0 0 59.30N 14 45E N2 185B NI 172A
1415=G7 18 0550 7165 HUNG RFE B9A 73 37 104 49.38N 17 22E BL 140C KO 69B KR 103B
1416=G7 19 0716 7160 MCO 9929 0 0 0 54.44N 12 17E N2 189B NO 138B
1417=GA 20 0753 15255 CZEC RFE GI1A 1047 209 30 86.03N 71 67E FE 3588 AN 3558 LV OB
1418=GB 24 1016 17700 2229 922292292229 0 0 0 41.92N 44 34E NO 108R N2 137B
1410=G1 25 1547 9770 2992 992229929229 0 0 0 54.52N 23 45E BL 688 IT 80D
1420=€1 9 1123 5965 BEL EUR 0 0 0 79.785 109 47E N3 152B N1 1558 ‘
1421=GI 20 0405 7155 BR RL HD 0 0 0 0.00N 0. 00E ne 7iB ps 38B an 288B ss 238B Ir 43B £l 36B
be 43B n0 81B n2 137B be 43B 1lr 41B ps 39B
ss 39B al 40B f1 36B
1422=G1 12 2246 6105 CZEC RFE G3 607 37 80 59.32N 43.22E KO 47A BL G56A IT 60C
1423=G1 27 0216 9540 DARI VOA KAV09S 0 0 0 51.285 178 .18E U2 60C NE a0B
1424=G1 23 0816 17815 DARI DW 193 40 90 65 88N 40 28E IT 70B KR 64B KO G5A BL 70C NO B84B
- 1425=G1 27 0805 17815 DARI DW 250 34 95 56.33N 40.79E IT 68A BL 68B NE 68B KO 6S5B NO 83B
w 1426=GI 29 0816 17815 DAR! DW 191 51 136 56.42N 39 92E NO